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Abstract: Cyber-physical systems increasingly rely on distributed sensing, embedded intelligence, 

networked control, and machine-learning-enabled decision-making. While these capabilities improve 

autonomy and efficiency, they also expand the attack surface across hardware, communications, 

software, and data-driven models. Security failures can therefore propagate beyond the digital domain to 

affect physical processes, safety, reliability, and mission assurance. This work examines how trustworthy 

intelligence can be developed for cyber-physical systems by connecting hardware-rooted trust, physical-

layer security, stochastic modeling, and robust artificial intelligence. Discussion includes research 

directions for detecting and characterizing anomalous system behavior under uncertainty; securing 

sensing, computation, and communication at resource-constrained edge devices; and improving the 

resilience of AI-enabled monitoring and control against adversarial manipulation, distribution shifts, and 

synthetic or deceptive data. A central theme is that effective security mechanisms should not treat the 

physical system as an afterthought: system dynamics, operational context, and measurable physical 

constraints can provide valuable evidence for authentication, anomaly detection, and attack mitigation.  

Open challenges in moving from isolated detection algorithms toward adaptive, explainable, and 

experimentally validated security architectures for critical cyber-physical applications are highlighted. 
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